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2. mMssvaniiaidauca Internet

asdeaiaitausa Internet shunsavinle 2 38 doil

wuui 1 (dunauda)
- Liln Browser dunnuazAuw 192.168.1.1/3bb usna Enter 3
- 18 Username/Password # Radius ; asadau’laannlusiaanunisaney
- Validate Code anuidsng
- nailu Save .
- udupaumsaval &unsailau URL Website tWatzinlzdenu Internet ‘leiae

BROADBAND

nsansan User Name waz Password awdulivnu Internet
wiadanaidming wanaay 1530
User Name :[fSuuwsnyuz@3bb

Validate Code :

BtDPX

Save Close

T viildlad Suwmadidia )
1 = T 200 wi 4 euundoimiuy duathmainia dunathninia dondia
“Internet s 11120
Insdwyi 02 100 2100

uuui 2 (dusauiilal)

-\iln Browser fusnuavfinw 192.168.1.1 uana Enter

- 1tay Username Wuw admin

- 1a9 Password WuwW Mac Address 4 smivavgauad Router au 1 (frwuwlva)idu MAC Address
229 ONT Aa C0700902439D-A9(13) Password=9DA8

- fiu Validate Code auviilsng

-nailu Login wiawihgiunau n1sdvan WAN, Wireless

3 HG8245H

Password ;

Vahdate Code :



3. n1s6va1 WAN, Wireless
3.1 nns6iean WAN
la Login iszuuuan azdlsinguinaauaziuysineg Wisdunsdedl
- Adn7iuviu WAN(1) > ain7i WAN Configuration(2) |
- 2fav Connection Name(3) adnta3aduiung M 1_TRO69_INTERNET_R_VID_33 iWafi1uuaa
Username/Password

e ) e
,.%','..,_2 HG8245 s
b b
PaveeV Lxend
BROADHAND Staws | BV 1Pv6 WLAN Secunty Route Fonward Rules Nenwork Applcanon  Voice  System Tools
— 37>
DHCP Chent Opbon Configuration
On IS page. you Can confoure WAN porl pariameters The ONT (hoime galewsy) vses # WAN Do 0 commmunicale Wit
DHCP Chent Request Parameter wper-yer netwrd Eguipmen! Therafons, hese paramelsss must De tonsisent betacsn e ONT &d T Hedwork
EqUIpMEnt
New Lelae
Connecton Name VLAN Priority Protocol Type
r 2_VOIP_R_\ID_S0 S0 2o
@ 3 1_TROES_INTERNET R_VID_33 20 5%
-~

sruuuaaIinaalinsanaavdue goil
- Encapsulation Mode(4) ; \&an PPPoE

]
>

- 18 Username/Password(5) 7 Radius ; asiagaulsainlumeanumsiage
- nailu Apply(6) ,
- AutumAaun1savAl &u1sailan URL Website twat2inldviu Internet ‘leiiae

-JHG8245H Logout
A

b
. Satus EUZUN LAN IPv6 WLAN  Security Route Forward Rules Network Application Voice System Tools

BROADBAND

WAN Configuration 'WAN > WAN Configuration

DHCP Client Option Configuration
- On this page, you can configure WAN port parameters. The ONT (home gateway) uses a
DHCP Client Request Parameter upper-layer network equipment. Therefcre, these parameters must be consistent between

0rtto communicate with

NT and the network

equpment
New Delete
Connection Name VLAN/Priority Protocol Type
O 2_VOIF_R_MD_50 5000 1Pvé4
O 1_TROBG_INTERNET_R_VID_33 3310 1Pu4
Basic Information
Enable WAN: ™
| Encapsulation Mode" T PeE ¥ Peror 14
Frtocel TypeT T 3
WAN Mode:
Senvice Type v
Enable VLAN ™
VLAN ID: (1—4084)
802.1p Policy: ® Use te specified value O Copy from IP precedence
802.1p:
MRU: I
UserName: defauk@3bb 5
Password
Enable LCP Detection: i)
Binding Ogtions: M Lan1 M Lanz Ml Lana M Lana M ssipt [T ssip2 [l ssips (I ssips
IPv4 Information
IP Acquisition Mode: Ststic DHCP ® PPPoE
Enable NAT
NAT e
Mutticast VLAN ID: [ Jsoes
DNSv4 for IPv: 0

6
e



UNELR : fatn9An Parameter Tunnsdoan WAN

Basic Information

Enable WAN

AdNLASaIMINY [ 7 Enable

Encapsulation Mode

tdan PPPoE

Protocol Type

tdan IPv4

WAN Mode t&an Route WAN

Service Type t&an Internet w3a TRO69 _INTERNET

Enable VLAN adnwATasnang M 7 Enable

VLAN ID s¥y 33

802.1p Policy Use the Specified value

802.1p 0

MRU 51 1492
wugtngnaaagaylaannlusiaeiuns

Username/Password fndy wsa wilnvuaagaulvigna’leaann

seuu CCM

Enable LCP Detection

Disable

Binding Options

t&an WAN Interface duagjfun1sidan
Port LAN way SSID

IPv4 Information

IP Acquisition Mode

tdan PPPoE

Enable NAT

A&NLA3RYMINY R 71 Enable

NAT Type

Port-restricted cone NAT

Multicast VLAN ID

laiszy

DNSv4 for IPv6

tdan Disable




3.2 macivan Wireless

- a&n7iuviu WLAN(1) > a&n7 WLAN Basic Configuration(2)
- Enable WLAN(3) ; adnimavuiing M iailanisladeiu azdsaaguinaali

ANNUAATIEINY 69Tl

- SSID Name(4) ; doftamusagnis
- WPA pre-shared key (5) ; nsansiaausagnis (8-63 siadnis)

- no Apply(6)

v
a ,,

- audunaunmsaeen Wirumda SSID Adaliwsau Password uasnagauidiausa feueuan

WLAN Advanced Configuration

= = On thez page,
Automatic WiFi Shutdown
41, Caution:

Logout
1

ecurity Route Forward Rules Network Application Voice System Tools

you can zct bazic WLAN parameter=(When the VALAN function iz dizabled, thiz page iz blank}

WiFi Coverage Management 1. Wireless network services may be r terrupted temporarily after you modify wireless network parameters
2.1t

s recommendeid that you use the WPA2 or WPAWPA2 authentication mode for security purposes

New = Delete
SSID Index SSID Name SSID Status Number of Associated Devices  Broad SSID S ity Configs
1 3bb-wian Enabled 32 Enabled Configured
$SID Configuration Details 4
SSID Name: 'W] 1-32 characters)
Enzble S50 |
Number of Associated Devices: *(1-32)
Broadcast SSID: “l
Enable WMM: 7|
Authentication Mode [WPAWPAZ PreSharedKey |

Encryption Mode:

E'WF’A PreSharedKey

aracters or 84 hexadecimal sharacters

WPA Group Key Reg

Interval

Enable WPS:
WPS Mede:
PBC:

nssﬁm’aomsmﬂﬁuu Channel 2av Wireless
- Aéniuiiu WLAN(1) --> a&n7 WLAN Advanced Configuration(2)
- Channel(3) ; \danwldau Channel leanusiadnns
- nailu Apply(4)
- autiupaunistdlau Channel 2av

Wireless

£

On this page, you can

Auwmauc WiFi Shutdown b Caui
£ Caution:

Logout
1

Securily Route Forward Rules Network Application Voice System Tools

set advanced WLAN parameters(When the WLAN function is disabled, this page is blank)

WiFi Coverage Management Wireless network services may be interupted temporarily after you modify wireless network parameters

Advanced Configuration
TX Power: 100% v
Regulatory Domain:
I,Chéhtiel: “[Attomatc v ‘3
‘Channe! Wedth:
Mode:
DTIM Period:

Beacon Period:

RTS Threshold:

Fragmentation Threshold:




UNEILUG : BIaEN9AT Parameter Tunsdaan WLAN

SSID Name

Gottaanusadns

Enable WLAN

tdan PPPoE

Number of Associated
Devices

Anuaduualnsaliisasnmsidausagosn'ls

32 p3av

Authentication Mode

WRanaAFdauAIugnsavuay Key Wireless 7

fadn1g
- Open
- Shared
- WPA Pre-Share Key
- WPA enterprise
- WPA enterprise

Encryption Mode

Avussduuunsaingia Password

WPA Pre-Share Key

Fottaausadng

WPA Group Key
Regeneration Interval

5¢1 3600

4. n1569a1 DHCP

A3e9A DHCP uazn1sinnis IP Address flunisdanisuazuanang IP Wilviehdu wiavinlw

wiaznaiiulideamlunislideu

- A&n7iuviu LAN(1) --> a&nii DHCP Server Configuration(2)
- Start IP Address (3) ; 52y IP Address isusiuanuiisiaonisizdonu
- End IP Address (4) ; 5vy IP Address &ugaauiisiagnisladenu

- natlu Apply(5)
- audfunaun1sdea DHCP

"HG8245H

Logout

Network Application  Voice  System Tools

LAN Hosl Configuration

DHCP Server Option Conliguiation
DHCP Static IP Confguration

oe, you canconfigure DHCF 32

Primary Address Pool
Enable Pnmary DHCF Server: ¥

Enable DHCP Relay v

Enable Opton125. v

LAN Host IP Address:

Subnet Mask

Start IP Address
End|F Address

Lease Time

192.168.1.1

255.2565 255.0

rver parametars for the LAN-side aevice 10 ot

3

Al el

Primary DNS Server:

Secondary DNS Server

Secondary Address Pool
Enable Secondary DHCF

server

{Anply ficancel
g el

“ Copynght® Huawe! Technologiss
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5. n1s6va Bridge Mode

vivmih i uagnnu vinlisuau 2 9 Asrsaushevinouduilulnfaguay snaunsadiausainmdu
6 wasnafaunsatdvalnsaiuasdnie LAN nile'ls

- p&nuwviu WAN(1) --> a&n WAN Configuration(2) --> adn New(3)

syuuuaavminaalvinsansaasidan(4) dodl

- Enable WAN ; adnwaiasviung M uiailanislzdeou

- Encapsulation Mode ; .3an PPPoE

- Protocol Type ; tdan IPv4/IPv6 ((danmumnuaiunsauadalnsaiianarladoiu iy IPv4
,IPv6 w3a IPv4/IPv6)

- WAN mode ; .8an Bridge WAN

- Service Type ; .dan INTERNET

- Enable VLAN ; IZ[LﬁaLﬂmmim’?'amiaﬁnstyapm

- VLAN ID ; 33 AinuaA VLAN anasiaanms weisiaslaiendu (1-4094 dadnws)

- na Apply(5)

- mntfudeanailnsal Router Msiagns Connect Internet waidiausiarfe 2 ansal Taeninane Lan
siainAudas WAN zavalnsaidieian'ly dawadaidausansaiuisaaaelaonu Internet laian

- audfumaunisdea Bridge Mode

HG8245H

Logout

IPv6 WILAN Security Route Forward Rules Neiwork Applicaton Voice System Tools

WAN Configuration | WAN > WAN Configurason

DHCP Client Opticn Configuration

On this page, ycu can configure WAN part parameilers. The ONT (home gatewsy ) uses 8 WAN por: 10 communicate with
DHCP Client Request Parameter upper-ayer network equipment Therafore. these parameters must ba consistart befween the ONT and the network

equipment
EI“E

Connection Name VLAN/Friority Protocol Type

[l 2_VOIP_R_VID_E0 500 Pv4
| 1_INTERNET_B_MID_33 230 Py

Basic Information

e o e

Encapszulation Moda * Poz FPPoE

Protocal Type: v

WAN Mode: [Bridge WiaN v ]_

Service Type: ~

Ensbe VLAN: W

VLAN ID: e JI 4004

30ZA0Poly ) Use the soecfled value ) Copy trom |F precedance

202.1p: [o v|

Binding Opticns: want B Lane Ml Lana A ans D esior I ssip2llasips [ ssos

IPv4 Information

Muticast VLAN 1D: [ |(1—s084)
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UNEILR : fatn9An Parameter lunnsdva Bridge Mode

Basic Information

Enable WAN adniA3agniung M 7 Enable

Encapsulation Mode t8an PPPoE

Protocol Type 1dan IPv4

WAN Mode t&an Bridge WAN

Service Type t&an Internet

Enable VLAN adniA3agnung M 7 Enable

VLAN ID s¢y 33

802.1p Policy Use the Specited value

802.1p 0

Binding Options Léan WAN Interface fuatjfunis
tdan Port LAN uay SSID

IPv4 Information
| Multicast VLAN ID | laisyy

6. n1s6vA1 Forward Port

msoAn Forward Port #a msriviua Port Tifu IP Address i ldldouduaiasaisineg anatu
29 LAN 7igasns Tvaansawdiauaa annatauanie LAN 16 fu annfiadia Notebook viagausiuniun
wiaan Computer AinwiNAadnou dusiu

- Adn7uviu Forward Rules(1) --> a&nvi Port Mapping Configuration(2)

- nailu New(3) tWanivuarisingglunis Forward Port

sruunEaIrinaalnsanmlsngg G‘\”\‘lﬁ(4)

- Mapping Name ; 3BB Test (f9Zianuiisasnis)

- Internet Host; 192.168.1.10 ((fluvanaiay IP uavailnsalisiasnissiea Forward Port)

- Protocol; (&an TCP (amuvisiagnis)

- External port number uazInternal port number ; 85 (daviunaiaz Port isiasnislaoug
naag) (Mnfathamwsuane Anua'liiiu 85 Wildwisiauduiio 2 Aag naasusaziu udazivia a1ad
asAMua e Port Alreu unnndn 1w Wiivueauasy)

- na Apply(5)
HG8245H Logour

BROADEAND Status  WAN LAN IPv6 WLAN  Security Roulo@lmmk”okalm Voice  System Tools

DMZ Configuration Forward Rules = Port Mapping Configuration

Port Mapping Conhguration

selup virual sarvers on the LAN network and allow these

Port Trigger Configuration gas ;
N efvices cannolbe in the range of the mapging ports 3
MDelels
Mapping Name WAN Name Internal Host External Host Enabie
Type * User-defined Application v
Enable Port Mapping. v 4
S
o —
Mapping Name: 3BB Test
WAN Name: 1_TROBY_INTERNE v
Infernal Host 192.168.1.10 " Selecl. v
Exiernal Source IP Address
Protocol: TGP v Intzrnal port number a5 a5
Exiemnal port number 35 - 85 g Extsrnal source port number: 0 H o
Delets
Add 5

“ Copynght @ Huawel Technologies Co. Lt 2009-2015. All nghts reserved



- mammun‘m‘sﬂu'saﬂ azdlsngaayaiivunatfuuu(6)

- audiumauniseéean Forward Port fansaldounaaivasia’le

- AsdigiagnsAtnua Port Mmmamaumwmmu vinailu New(7) WainuaINawY Port LANATUT
a9 wazdayailaivua'ly Aasudnonatinduan

HG8245H

Logout

BROADBAND Stafus WAN LAN IPv6 WLAN Security Route Network Application System Tools

Port Mapping Configuration

Port Trigger Configuration

Forward Rules > Port Mapping Configuration

=
Al LA ML AL lot Liloct oY — PN N P
L[yjm cotv 1_TROB9_INTERNET_R_VID_33 192.168.1.10 pe Enable s
- USeraemes = RpprCanon T ™
Enable Port Mapping v
Mapping Name:
WAN Name: 1_TROBY_INTERNE ¥
Intemal Host: * Select... v
External Source IP Address:
Add
Apply Cancel

W Copyright © Huawei Technologies Co., Ltd. 2008-2015. All rights reserved

UNEILR : fatngAn Parameter Tunnsdvan Forward Port

Type

nInLlan . 3
- User-Defined : l,mnfimuﬂﬁﬁfaon'ﬁﬁaml,aa
- Application : wuud3agdiid Port Avnualinan

Enable Port Mapping

1dan Ha-1lle A15l289u Port Mapping

WAN Name

>
a

Audamundasnis

Internal Host

asAmua Ip Address auiA3adisadns
Forward port

Protocol

A3AIUA Protocol muvisadnis
Taatdan TCP wa UDP

Internal Port Number

521 wNNeLaa Port Asiagnis Forward port

External Port Number

5%U Munenaa Port isiagn1s Forward port

11
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7. n1569A1 Dynamic DNS

shaty gneasias Host 1as Dyndns Taalafia contact2nma.dyndns.org deasiflu Domain Agnen
fusaldidungnaasananla Als Taeluisasdn IP Alasuannglvivsans

- Adniiuiiu Network Application(1) --> a&n7i DDNS Configuration(2)

- ndn7l New(3)uiass19 DDNS

sruuuaaIvtnaalvinsansuavidan §oti(4)

- Service Provider ; \&an dyndns (1&ane{1iusn1s DDNS fAssias'ly)

- Service Address ; members.dyndns.org (“ﬂarﬁnwaamﬁu"sms DDNS)

- Service Port ; 80 (1&uu1awau Port)

- Host ; 3bb.servebbs.net (ﬁaﬁﬁmum"ﬁnuﬁwam"lﬁn%m's DDNS)

- Username /Password ; auiigndifiviualivuiiuaassglviusnns DDNS

- natlu Apply(5)

~HG8245H 1 Logout
& WAN LAN PvE WLAN Soourity Route Forward Rules Va'co Syshl Tools
USB Application Network Application > DDNS i

ALG Configurafion
On 115 pege, you can set DONS persmeters, inciuding the service provider, s2rver adcress, service port, host to be
T updated, uzar nama, and peszword

ARP Configuraion
Portal Cormguration Deict=

DDN S Configuration | < WAN Name Status Service Provider " Host
IGMP Configuration i = 5
WAN Name: 1_TRCE3_INTERNET R_VID_ 33 =4
Intefligent Channel Configur ation & :
ey b e Sarvise Providar: 1 ayndnz ~|
ARP Ping Sarver Address: mambaers.dyndnz.org
DN S Configuration Sarvice Pert | t=el
User Name: | 3bbtestservice 56 <y
Password: (4 . 230 characters)

- mammumswnnsaﬂ agllsngayafinvuaasdiuuu(6)

- audupaunisdonn fnsadangnaavivasiauuiivaasylviuinns DDNS Asasl31e .

- AsdleiavnisAtnua Port ummamauthmmu vinailu New(7) Warivuauunawaa Port LANANT
fa9n1s uavtayan lainualy Aazuanonatiuduin

" HG8245H Logout

BROADBKNB Status WAN LAN [IPv6 WLAN Security Route Forward Rules System Tools
ALG Configuration Network Application > DDNS Configuration

UPnP Configuration

S:c;h;;figeaﬂgos;*szr:vsoi DDNS parameters, including the service provider, server address, service port, host to be updated
7
DDNS Configuration ele‘e

ARP Ping
DNS Configuration
ARP Aging

P Copyright © Huawei Technologies Co., Ltd. 2009-2015. All rights reserved.



UNEILUG : FIat9A Parameter Tunsdedt Dynamic DNS

WAN Name v&an Wan Interface #isiagnissioan DDNS

Service Provider \#anslviusn1s DDNS fasinsly
Service Address fajuaavluinis DDNS
Service Port Tawunawau Port

Host | . -
danivua liuutiuaanlviuinns DDNS

Username /Password mnﬁaunmmuuﬂ“l,a”nuﬁwam”“tﬁu%ms DDNS

8. n136ivan Voice (Eth,IP Host)
evariu Port IP Host (TEL1,TEL2)
- AdnTiuviu WAN(1) --> adn7 WAN Configuration(2)
- neilu New(3) tWanvuarn Voice

HG8245H Logout

smmmlln IPv6 WLAN Security Route Forward Rukes Network Application Voice  Sysiem Tools
WAN > WAN Configurstion

BROADSAND

'WAN Configuration

DHCP Client Option Configuration

DHCP Client Request Parameter

& O

i3 pege, you can configure WAN port perametsrs. The ONT (home gaieway) uses a WAN peri fo communicate with
yer network equipment. Tharefore, thess parsmeters must be conaietent between the ONT and the natwork

egupment 3

Connaction Name VLAN/Priortty Protocol Type
=] 2_VOIP_R_VID_S0 00 1Pvd
0 1_TRDB3_INTERNET_R_\ID_33 330 IPvd

stuuuaneminaalinsanaaidan doil
- Encapsulation Mode(4) ; .&an IPoE
- WAN mode(5) ; .:dan Router WAN
- Service type(6) ; .dan VOIP
- VLAN ID(7) ; 50 nsansi&anueasnis (1-4094 daau)
- natlu Apply(8)

_HG8245H Logerd
BROADBANG SENS m LAN IPV6 WILAN Securty Route Forward Rules NeiworkAppiicaton Voice —System Tools

WAN Configuration WAN > WAN Cenfigurason

On this page, ycu can configure WAN part paramelers. The ONT {(home g3lewsy)Lsesa WAN por: 10 communicaie with
DHCP Chient Request Parameter upper-ayer network equipment Therafore. these parameters must be consistart befwean the ONT and the network

equipment
New Delete
Connection Name VLAN/Priority Protocol Type
] 2_VOIP_R_VID_S0 500 Pvq
|| 1_INTERNET_B_MD_32 320 Py

Basic Information
Ensbe VAN

Encapzulation Woda R pp:osl 4
ety y

Prococal Tyoe:! ~

AN Mode:

Ensbe VLAN )
B v
hﬁ.&N 1D: rso | |
80210 Policy " Js= the soectied value Ovcopy from |P precedance
202.1p: i v
Binding Opticns: Lant F Lanz M Lana A Lans [ ssior I seip2! ssips [ ssos

IPv4 Information
Multicast VLAN 1D: 8 1492 1-4004
m | Cancel
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UNLILG ¢ aEN9AT Parameter Tun1séaen Voice

Basic Information

Enable WAN adniATasnang M 7 Enable
Encapsulation Mode t8an PPPoE
Protocol Type L8an IPv4
WAN Mode t&an Route WAN
Service Type L&an VOIP
Enable VLAN AdniATasning M Enable
VLAN ID 52y 50
802.1p Policy Use the Specified value
802.1p sey 0
MTU sz 1500
IPv4 Information
IP Acquisition Mode tdan DHCP
Enable NAT t&an Disable
Vendor ID Tlaiszy
User ID laiszy

8.1 asradausanuziuas Voice Tu Router
- pdn7Auiu Status(1) --> a&n7 VOIP Information(2)
- gdsnguinlanday dayasausiuas VOICE Tu Router (3)

Logout
WAN LAN IPv6 WLAN Security Route Forward Rules Network Application Voice System Tools
Status > VolP Information
On this page, you can query voice user information
WLAN Information 3

Smart WiFi Coverage I

Eth Port Information

User Name Associated
(Phone Number) POTS Port

21023660 1 Up ldle

User Status Call Status Registry Error Error Code

DHCP Information

Optical Information 2 - - 2 Disabled Iole No user is configured —
Battery Information

Device Inf tion To restart the VoIP service, click "Restart VoIP

e — Restart VolP

User Device Information

Service Provisioning Status
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9. n156ivA1 IP Address aav LAN
Lﬂums.ﬁmmsu,asuandw IP “Lailvigidiu vilavinWvitasaznesiulida g lunisiadeu
- AdNTILTiY LAN(1) --> adn7i LAN Host Configuration(2)
nsanaasidas avil(3) .
- IP Address ; svy 192.168.1.1 (IP Address auvisiagnislaenu)
- Subnet Mask ; 255.255.255.0 (fhusatddsuuladaisiegle wiaazladifluai Default A'l6)
- nailu Apply(4)
- audunaunisavm IP Address uas LAN

JHG8245H

Logout
WLAN Security Route Forward Rules Network Application  Voice System Tools
ost Configuration
re the LAN management IF address After changing the LAN management IP acdress
DHCP Server Conliguration ) 8 ss pocl on the DHCP server is in the same subnet as the new LAN IP address. Othermse. the
DHCP Server Option Configuration skt FROT BIONEYS
Subnet Mask
Carocelv
10. n1snvan Automatic Wi-Fi Shutdown
wamivue szaznaie-le suiivuale
- adnTuviu WLAN(1) --> adnviuviu Automatic WiFi Shutdown(2)
- adn M Enable Automatic WiFi Shutdown(3) ; Arvuaauiu-taiisasnis(4)
- na Apply(5)
Logout

N% Status WAN LAN | Security Route Forward Rules  Network Application  Voice  System Tools

On this page, you can enable automatic WiFi shuidown in 3 specified period as required

Automatic Shutdown Configuration 3

I W Ensble sutomafic Wikl shutdown I

Start Ena Man Tues Wed

Thur Fri Sat

— — — ‘_- — —

1] | s 4 [ Ed v v K

2 [ 3 7’ vl v 7 7 v

3 [ [ " v v 7 v

4 v v ‘v ’ 7 <
———

cancer
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11. n1savAn Security

iWaduuaAAudaaasia IP address filter and MAC address filter n1saiuaun1sL2N9HIUNIG
i1 WEB ;

11.1 a19avan Firewall Level Configuration

- AdNTIuviu Security(1) --> a&n7iuviu Firewall Level Configuration(2)

- Firewall Level(3) ; fanszduaiiuilasdu seninesn-g9 sunladousasnis

- na Apply(4)

- audunaunisilaau Firewall Level Configuration ,
i @ winkanfimuailanisladeu Firewall Level Configuration WeAdunisinsauilaansi
anua gnilanisldvussa

31 HG8245H Logout

Status WAN LAN IPv6 WLAN ISe(umyI Route Forward Rules Network Application Voice  System Tools

BROADBAND
Firewall Level Configuration “Sacurity > Firewall Level Canfiguration

MAC Filter Configuration On this page, you ¢an configure the firewall level.

WLAN MAC Fiter Configuration

URL Filter Configuration Current Firewall Leval. Usar-gefined

S Fitowal Lovel 3
ONT Access Control Configuration 4

WAN Access Control Configuration

11.2 a1sdvan IP Filter Configuration

- AdNTuviu Security(1) --> adnviuviu IP Filter Configuration(2)
- AdnI(3) Enable IP Filter -->ndn New(4)

- \fannsAiuuaaiag IP an Interface WAN u Port LAN (5)

na Apply(6)

- audiusaunisidlau IP Filter Configuration

T IHGS8245H Logout
=)

sroaoEang Sus wan AN Pvs wian | ECEEELT | Route  ForwardRules  Network Appiication Voice  System Tools

Firowall Level Configuration

1P Filter Configuration

MAC Filter Configuration Cn this page, you can configure WAN-1o-LAN filter o prohibit some |P addresses in the WAN from accessing the LAN

Security > IP Filtsr Configuration

WLAN MAC Filter Configuration 3

URL Filter Configuration Enable IP Fiter: m Jevice forwarding perormanca will gererioraie (e IP iienng function 13 enabiad )

DosS Con ion Fitter Mod=: Blackiist v y

ONT Access Control Configuration elete
WAN Access Control Configuration Rule name Protocol Direction LAN Side IP Address WAN-Side IFATITSSs

Rule name: b ;i

Protocal: All v

Direction; E 3l v

LAN-side IP Address: ! | Select. Y- | Select v
VWAN-side IP Address.

= R



17

UNEILUG ¢ FIatN9AT Parameter Tunisdaen IP Filter

winLdan
- Blacklist : Liaugnalvadnsalizndeniin WEB 6
Filter Mode - Whitelist : augalvialnsaiiaindenin WEB

- Hybrid : dnhdeansladviu Teadrvuaann Bandwidth
(Down Stream/Up Stream)

A3AUA Protocol muvisadnis
1atidan TCP,UDP,ICMP “3a ALL

LAN-side IP Address s¢y IP Address uav LAN

Protocol

WAN-side IP Address | ssu IP Address uag WAN

11.3 a1seva1 MAC Filter Configuration

- AdnTuviu Security(1) --> adnviuviu MAC Filter Configuration(2)

- Enable MAC Filter(3) ; \&an M

- nailu New(4) '

- Source MAC Address(5) ; s¢u Mac Address aavainsalfisiagnisAiinua
- no Apply(6)

- audunaunisava1 MAC Filter Configuration

J)HG8245H Lot

(]
{| security |! oute  Forward Rules  Network Application  Volce  System Tools

On this page, you can configure MAC filker to prohibit some PCs from accessing the Intemet

WLAN MAC Filter Configuration
URL Filter Configuration Enable MAC Filter 3
Fiter Mode: Blackiist v
ONT Access Control Configuration
et
Source MAC Address: I I'c.'u BE:CC-DO E

ancet




18

UNEILUG : BIatN9AT Parameter TuniséaAn MAC Filter

mnLlan
- Blacklist : liaugalvainsaiizndeniin WEB
Filter Mode - Whitelist : auaalvialnsaitzndenin WEB ‘6

- Hybrid : dhdanisldeiu Teainuaann
Bandwidth (Down Stream/Up Stream)

Source MAC Address | svy Mac Address 2adainsaividasnisAinua

11.4 n1s6vAn WLAN MAC Filter Configuration
- AdNTuviu Security(1) --> adnviuviu WLAN MAC Filter Configuration(2)
- Enable WLAN MAC Filter(3) ; \dan M
- nailu New(4) .
- Source MAC Address(5) ; 5vu Mac Address aavainsaiisiasn1siiviua
- na Apply(6)
- audiunaunisnva’ WLAN MAC Filter Configuration

Logout
O Satus WAN LAN IPv6 WLAN Mﬂn« Forward Rules  Network Application  Voice  System Tools
Sacurity > WLAN MAC Filter
IP Filter Configuration
'MAC Fiiter Configuration On thig page, you ¢an configurs MAC filter to prehibit same PCs from accessing the Inlemet
RN A Biier C Rt
;.JRL Filler ConNguration ‘ Enable WLAN MAC Filter: ,.3
W Filler Mods Blacklist v 4
ONT Access Control Configuration Epeme
WAN Access Conlrol Configuration SSID Index Source MAC Address —
SSID Ingex SSiD1 v 5
Soune MAG Adaress: Ilt I“"" 5:CCDDEEFF)

-s'a}icéf'
J
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UNNLILG ¢ GIatN9AT Parameter Tun1sdasn WLAN MAC Filter

winLlan
Filter Mode - Blacklist : Liauanealvadnsalizindeniin WEB
- Whitelist : augalvialnsaiizndeniiin WEB ‘e

SSID Index v&an SSID 1isragnsead Mac Filter

Source MAC Address | 52y Mac Address aavailnsaifisiagsnisiviua

11.5 msmm URL Filter Conflguratlon

- A&NTAWTIY Security(1) --> adnviuviu URL Filter Configuration(2)
Wdan o ludad deii(3)

- Enable URL Filter

- Enable Smart URL Filter

- nailu New(4) .

- URL Address(5) ; 52y URL Misiagn1sAnnue

- no Apply(6)

- audiunaunisaval URL Filter Configuration

E@ HG8245H

n this page, you c m onfigure URL filker parameters. If the check box nexttc Enable ':‘"IE'.'.:._Fi ter is selscled anc

MAC Filter Configuration 5 TR

WA For example mes huawei 1, h c 3 othe szme IF and
N MAC FRET ConMRNH O Ilun/-.v L d smart URL filter funct enabled, ac 1o huaweil andg 10.1. the sma
2L filter function is disabied, only acce 58 o huawei 1 is restncted
Dos Connhguraton nadle URL Filter 2 | 3
ONT Access Control Configuration able Smart URL Filler: v
WAN Access Control Connhguration F 'ter Mode: PB?._ETHIS' vl
URL Address —
URL Agdress: m |




UNEILUG ¢ GIatN9A1 Parameter Tunsded URL Filter

Enable Smart URL Filter | ¥ 11300329 URL ‘lsivianer Domain Tu IP
Address
mnLlan
- Blacklist : Liaugnalvadnsalidindenin
Filter Mode WEB
- Whitelist : augalvialnsaiizndenin WEB
6
URL Address s¢y URL Filter #sagonisivium

11.6 n1s6ivan DoS Configuration
- péniiuiiu Security(1) -> n&n7l DoS Configuration(2)
- lRanmsAinuarINIAILANLENEAY ONT (3)

- na Apply(4)

JHG8245H Logout

BROADBAND SBlUs WAN LAN [Pv6 WLAN 'Securily] Route ForwardRules Network Application Voice  System Tools

Firewall Level Conhguration Security > Do8 Configuraton

IP Filter Configuration
MAC Filter Configuration On this page, you can configure DoS parameiers

WLAN MAC Filter Configuration 3
TN erouremmet | Provent SYN Flood Aliack:

vent Echo Atack
DoS Configuration Prevent ICMP Echo Attack

ONT Access Control Configuration

WAN % CONTOIC a8on Prevent LAND Aftack

Provent SmurrAttack.

Prevent ICKP Redirection Attack v

Prevent WInNuke Atlack:

Prevent Ping Sweep Attack:

cance!
4

g Copyrignt © Huawei Tachnoiogies Ca , Lid. 2003-2015 All righta rasenied
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11.7 n1s6i9a1 ONT Access Control Configuration
- AdnTNuiu Security(1) --> a&n7 ONT Access Control Configuration(2)

- lRanATANUAAINITAILANNITLANEAY ONT(3)
- na Apply(4)
HG8245H Logout

1
Statuss WAN LAN IPv6 WLAN |Secumy Route Forward Rules  Network Application Voice System Tools

BROADBAND
Firewall Level Configuration Security > ONT Access Control Configuration

1P Fitter Configuration
MAC Filter Configuration On this page, you can grant or deny ONT access.

WLAN MAC Filter Configuration 3

S
Enable the LAN-Side PC to Access the ONT Through FTP: v
Enable the LAN-Side PC to Access the ONT Through HTTP: v
Enable the LAN-Side PC to Access the ONT Through Telnet: -
Enable the LAN-Side PC to Access the ONT Through SSH: Ci
WLAN Service
Enable devices on the WLAN side to access web pages: Ci
Enable PCs on the WIFI side to access ONTSs through Telnet: <
WAN Service
Enable the WAN-Side PC to Access the ONT Through FTP: -
Enable the WAN-Side PC to Access the ONT Through HTTP: Ci
Enable the WAN-Side PC to Access the ONT Through Telnet: [
Enable the WAN-Side PC to Access the ONT Through SSH: L4
Cancel
4

WAN-Side Source Address Whitelist
Enable the WAN-Side Source Address Whitelist:

New Delete
Source IP Address Whitelist

“ Copyright ® Huawei Technologies Co., Ltd. 2009-2015. All rights reserved.

12. n1s6va1 ALG uaz UPnP wWiu Web

12.1 n1séiva ALG Configuration . .
- ndn7Nuviu Network Applications(1) --> adn1 ALG Configuration(2) tiaasiagaunisiile

Tafenu FTP w3a TFTP(3)
- na Apply(4)

B HG8245H Logout

Status WAN LAN IPv6  WLAN ity Route Rusl Network Appiication [SOELLREEES

i Network Applicasion > ALG Configurasion

UPnP Configuration

On this page, yo

Portal Configuration

DONS Configuration Enable FTP ALG

Enable TFTP ALG

(GG

IGMP Configuration
Inteliigent Channel Configuration el ARG =
Enable SIP ALG: =
Terminal Limit Configuration
Enable RTSP ALG =
Enable RTCP ALG O rort 0
Enable PPTP ALG 2]
Enable L2TP ALG: ™
Enable IPsecALG: =

E

* Copynight @ Huawel Technologies Co,, Lid 2009-2015. All rights reserved
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12.2 nj‘ss‘i”"\im UPNP Configuration . .
- pdn7Nuiu Network Applications(1) --> a&n7 UPnP Configuration(2) \iansiagauns
tilalaf9u UPNP(3)

- na Apply(4)

BBHG8245H 1 Logout
T Status WAN LAN IPv6 WLAN Socurity Route Forward Rules valco Systom Tools

Network Application > UPnP Configuration

ALG Configuration

PnP Configuration

ARP Configuration

3 s J.‘.:._Ev -';.:U
Portal Configuration l Enable UPnP. I3
DONS Conhguration 4
IGMP Configuration
| Inteigent Channel Configuration |

Terminal Limit Configuration

on, which sugports automalic discovery
vice can access networks, abtain an IP

| ARP Ping

DNS Configuration

ARP Aging

* Copynght@ Huawe Technologies Co | Lid. 2009-2015 All nghts r=served

13. nsunlasisniu d11i5un1512i0 Router
Wadean saKIu @msunisiain Router
- AdnTiuviu System Tools(1) --> a&nii Modify Login Password(2)
nsanaaniua §eii(3)
- Old Password ; nsansi&LaN
- New Password ; dosian1usadnis
- Confirm Password ; fiutiusia

- na Apply(4)

Logout

‘System Tools > Modify Login Password

Firmware Upgrade On this page, you can change the password of a user 1o ensure secunty and make i easy to remember

Restore Default Configuration

X 4

Maintenance

2 The password must contain at least two of the following combinations:
Digit, uppercase letter, lowercase letter

Spedial characters ( ~1@#$%*&* ()-_=+\|[{)];:""<,.>/?and
§pace)

3 The password cannot be any user name of user name in reverse order.

Remote Mirror

Advanced Powar Manancy ent

Indicator Status Management

SSL Certificate Management
Open Source Software Notice

P Copyright © Huawei Technologies Co., Lid. 2009-2015, All rights reserved
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14. easradausruuasaunan WIiFi
Lwamﬂaaauamu” Access pomt 1/|Lﬂaummmﬂﬁmujauaﬂ(amu” warAsingguay Access point)
- A&NTAWTL Status(1) --> adn7 Smart Wi-Fi Coverage(2) azUsnguinausnd dayasia
Access point Adansalundazne

; HG8245H Logout

BROADBAND Status AN LAN IPv6 WLAN Security Route ForwardRules Network Application Voice System Tools

WAN Information Status > Smart WiFI Goverage
ValP Information

WLAN Information Cn this page, you can quary the device slatus, statistical information, and neighbor AR information in the WIFi nawork

Smart Wifi Coverage

Eth Port information

DHCP Information 1 Serial Hardware Software Online Work Connection SSiD Channel Transmit
S Rl ——————————————— Number Version Version Duration Mode Mode Connection Power
I User Device ;mcmanm Devices Associated with External APs External APs Neighbor Information External APs WiFi Statistics

Service Provisioning Status

15. asyasiauziaya Ethernet aav ONT

Wiansragauaauy Port aag ONT 7iddeldouas

- pénviuiiu Status(1) > a&n7 Eth Port Information(2) azusinguinaausng aya Port
229 ONT AAf&eladouag(3)

3HG82l45H Logout

S EICEEN WAN LAN IPv6E WLAN  Security Route Forward Rules  Network Application  Voice  Sysiem Tools

WAN Information Status > Eth Port Information

WLAN Information On this page, you can query information about user-side Emsmel ports

Smast Wil Coverage

3

DHCP Information Status Receive [RX) Transmit (TX)
5 Opnca! m tormabon Mode Speed Link Byles Packets Byles Packets
1 Ful-dupiex 1000 MbiSs Up 1031351 9828 SE0E4ATS 9405
2 erower  owmes oown 0 0 o
3 Har-ouplex 10 Mbitis Down O o 82356 737
Remote Manage 4 Haf.cuplex 10 Mbit/s Down 0 i Eress 737

Uszer Device Information

Service Provisioning Status
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16. as7rasauan Power
ldfasyadaudi Optical Power nsdigneuioide 12y Speed s wiaviamiiae oA RX Optical Power
629l -28 dBm (mmﬁuﬁmsiavﬂﬁy%n'\s Internet)
- pdnTwAY Status(1) --> a&n# Optical Information(2)
- ONT Information(3) ; asyagaua1 RX Optical Power siav'liiiAu -28 dBm

JHG8245H Logout

VAN LAN IPv6 WLAN Securty Route Forward Rules Network Application  Voice  System Tools
Status > Opfical Information

WLAN Information On this page, you ¢an guery the staius of the gptical module

e

" Eth Port Information ONT Information

Current Valug Rererence Value
2 Opbical Signal Sending Status: Auto Auto

e war -3 | 05to5d
Battery Information TX Opfical Power. 2.10 dBm 05t05 dBm
P TE EEE— tical g -24.08d8m -27 10 - |
o — JRx Cotical Power 24.00 dBr w-s08m |3
Working Voitage: 3232 mv 3100 10 3500 mV
Remote Manage 0 - E
= Bias Currsnt 15mA Oto 90 mA
User Device information
Working Temperaturs: 50°C -0k +85C
Service Provisioning Status
OLT Information
Current Value Refzrence Valve

OCptical moduls type: - =
Transmit optical power. --dBm
PON part iaentner - =

* Copyrigh! © Huawel Technologies Co., Ltd. 2009-2015. All rights reserved.
17. n150523JaUUNANA U, d15a1I5 wazdaneins

- AdnTiuiiu Status(1) --> Device Information(2) \anTadausundnso,asauis was
AANEUIT

HG8245H Logout

N LAN Pv0 WLAN Security Routs ForwardRules Network Application Voice System Tools

Status > Devics Information
VoIP information
WLAN Information On this page, you can view Dasie aevice informaton
Smart WiFi Coverage
Eth Poet iInformation | | Device Type: HGB245H
DHCP mformation Description: Echolife HG8245H GPON Terminal (CLASS B+MIFI-PRODUCT ID.21023 11DDGIRF30004 16}
SN. 486754432EF8DE3F (HWTC2EFEDEB3F)
T S—— Hardware Version: 44 E
8 Version® VARO15C00301 &
Software Version JRO15C008018
Manufacture Info: 2102311DDGERF3000416.C402
ONT Registration Status:  O5(Cperation siate)
: ONT ID: 3
Service Provisioning Status
CPU Usags: 8%
Mamory Usage: 50%
Custom Info* Customized for Tripie T, Thalland

The administrator uses the Initial password. If you want to change this password, piease contact ihe 1glecom carmer. For detalls

abouthow ta change the passworg, see the Secunty Mainenante rom hitp:#support nuawel com

M Copyrighl @ Huawei Technologies Co.. Lid. 2000-2015. All rights reserved.



18. n15 Upgrade Firmware
@anns Upgrade Firmware maoﬁaaﬂnsm’tmﬂunasﬁu‘mu Waudluilamlumsldonu iy fanea
luadies ma"tusaasnnnaﬂnsmauﬂ
- ﬂaﬂmmn System Tools(1) --> A&n7 Firmware Upgrade(2)
- ﬂamn Browse...(3) Laan"l,v\lammaoms
- ﬂamn Upgrade(4) Wiasunsvinau
- audunauns Upgrade &unsa Login iiatzngnnseeasine laias

System Tools

ONT Authentication
Time Setting

Advanced Power Management
Modlfy Login Panword

Fault info Coliect

Indicator Status Management

SSL Certificate Management
Open Source Software Notice

P Copyright € Huswsi Technologies Co., Lid. 2009-2015. All rights reserved

19. n15 Restore to Default
Lﬁaﬁumﬁum"mﬁnmnisoalu fusadiiunmsle 2 38
35" 1 Hardware(Reset nailnsal) 3
- nailu Hardware(Reset) viainsal Router A1917 10 Junvinavannilu Router ag Restart
- autiumau Router Aua11seouBzausas

IDMVNH
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387 2 Software (Reset #szuw) .
- pdnNuviu System Tools(1) -->n&n7 Restore Default Configuration(2)
- nailu Default(3) azddaanulvnafiuduiiasfiunissa
- nmilu OKiiafiutfunns Restore Default

HG8245H

Reboot

Connguration File

Firmware Upgrade On this page. you can restore the default setings

Rostore nfi

§ Dol i UF ation)
R | — 13

VolP Diagnose

Remote Mirror

Log

20. n15 Reboot

@Aa n13 la/1ila Router 1aavinannssuundaannailnsal a1 Config fatnfiautdn &unsasiiiunig
16 2 33

387 1 Hardware(Reboot viansai)

- nailu ON/OFF 1 a3y Miadnsal Router tWan15 Reboot
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387 2 Software (Reboot Miszuu)

- ASNTILTiL System Tools(1) -->a&n7i Reboot(2)

- natlu Restart(3) azfidamulinaduduidasiiiiiunisea
- neailu OK Waduffun1s Reboot

b._}HGBZ45H Lopout
- ﬁ Status  WAN LAN IPv6 WLAN Security Route Forward Rules Network Application  Voice l System Tools ] 1
2 System Tools > Reboot

Configuration File
Firmware Upgrade On this page, you ¢an restart the davice.

Restore Default Configuration
- =13

21. asradaurayartdansal
WianagauaauLuag ﬁauaqﬂnszﬁﬁlﬂwmlﬂama Host Name ,IP Address ,Mac Address wag
gaugainsal
- Adniuiiy Status(1) > a&ni User Device Information (2) agdsnguinauday Aaya
i ldansal Ad&eldouasi(3)

o HGS215H Logout

-Status > User Device information

F On this page. you can query the basic Information about the user device, Including e hostname, device type. IP address,
WLAN Wformation MAC add -.a':s’i.m_' device ;:slu: 3
Smart WiFi Coverage
T Host Name Device Type IP Address MAC Address  Device Status Application

T Details
FIHICE Sy l D“K;I:J;’ dhepea-556 19218812 G0B7:2:41:d8:80 Online Snzre Access
Optical Information el Netwark Applicabon
Battery Information Details

s T e iPhone - 192.168.1.3 7c:01:91:d1:00:39 Offiine Delete

Device information
Nework Applicaton
Remole Manage Detalls
somkuans-IPad 2 192.168.1.4 63°9070:01:83 2¢ Online Share Access
Service Provisioning Status Nework Applicaton
andioi Details
g dheped-556 19216815 08:3d:88:20:7:a1 Offine Dejete
¢M4a3b4
Network Applicaton
Details
anarold- =
% dhcped-5.5.6 192.188.1.6 6c.b7.74:50:64.94 Offine Deiete
9150159
Network Applicaton
=

1B > | > Page Go

@ Copynght ®Huawe) Technoiogias Co Ltd. 2009-2015. All ights resarved
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22. msiitaucanilnsal
iliumauﬁ 1 : vitausasne Optical fiber t1ifiu Port PON 2as GPON Terminal(1)
fumaun 2 : \liausasnea LAN aan Port Lan 1as GPON Terminal "liléis Port LAN aas Computer(2)
dupaun 3 : liansia Adapter AC fu Port Power(DC-IN)(3)
dueaun 4 : nailu ON/OFF tWalzusuldou(4)

- ' - a - - -
silugnvn1siitansiaginsai Router, indavnauiiaas, Splitter uazinsdwyi

\ B - =,
h g —— 0
o
= | Lo

N\

(4) =

A | wnavae'lwvh C | AANWNILAATLULWANN
B | HG8245H (Router) D | rausiiinaifiolsy




